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Summary of TheseCourses

Part 1: Introduction to GNU/Linux and Free Software.

Part 2: First steps using GNU/Linux.

Part 3: Important unix tools.

Part 4: Free Software Development Model and Tools.

And then...
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Summary of part 2

Joke: Unix is very user-friendly.
He's just very picky at who his friends are.

What does it look like?

Basic command-line interface and IPC.

The �le system hierarchy.

File types and permissions.

Passwords and Security.

Networking and Multi-User Environment.

Useful unix tools.

Con�gur ation Files.

Getting help.
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So,what doesit look lik e?

�
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The GNU/Linux user interfaces.

Recent developments have made GNU/Linux very
Windows-like.

The KDE and Gnome interfaces.

Cut-and-paste, start menus and desktop facilities.

Mozilla, Konqueror, Control panel.

Other interfaces (WindowMaker, Enlightenment).

The X-Term.
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The GNU/Linux user interfaces.

Let's get serious.

The console.

The shell.

Trivial �le manipulation.

Bash automatic completion.

Text-mode interface.

Why is this so important?
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The GNU/Linux user interfaces.

Joke: There are only 5 lower-case letters which are not
GNU ls options.

Basic Command-Line Usage.

ls to list �les .

cd to change directory ( cd .. to go up, not cd.. )

mkdir to create a directory.

cp and mv to copy and move �les .

rm to remove a �le . rm -r to remove a directory.

* to match anything, ? to match one letter.
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The GNU/Linux user interfaces.

Basic Command-Line Usage.

. represents the current directory.

Absolute paths start with a / .

unix distinguishes lower- and upper-case letters (A != a)

There is no undelete .
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The unix FilesystemHierar chy
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The FilesystemHierar chy

The �lesystem belongs to the computer, not the user.

No drive letters.

There is one root directory ( / ).

One “standard” unix �lesystem hierarchy.

Everything has a place.
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The FilesystemHierar chy

The content of the Filesystem:

/bin : (binary) basic commands as ls and cd .

/sbin : commands for use by the super-user, such as
fdisk .

/boot : kernel-related �les .

/etc : all system-wide con�gur ation �les .

/mnt : mounted �lesystems .

/lib : basic dynamic libraries.

/dev : device �les .
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The FilesystemHierar chy

/home : the home directories of the users.

/root : the super-user's home directory.

/tmp : temporary �les .

/var : where temporary data is stored.

/usr : all user programs and data.

/proc : interface to the kernel.
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The FilesystemHierar chy

Mounted Filesystems
Other partitions, �oppies and CD-ROMs are visible

(mounted) inside a directory.

mount gives you a list of mounted partitions.

mount and umount let you add/remove visible
partitions or disk.

A partition or disk is mounted in a mount point.

Example: mount /mnt/floppy will make your �opp y's
content visible.

You need to unmount your �opp y before removing it!
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The FilesystemHierar chy

In unix, everything is a �le
Including peripherals. They are represented by device
special �les , in /dev/*

/dev/hda , /dev/hdb . . . are all your IDE disks.

/dev/hda1 is the �rst partition of the �rst disk (don't
write to it!!!).

/dev/fd0 is your �opp y disk.

/dev/ttyS0 is your �rst serial port (COM1).

/dev/lp0 is your printer port.

. . .
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The FilesystemHierar chy

/home contains the personal directory of each user.

Mine is /home/thomas .

It is my default directory.

Also known as /̃ .

All my personal �les , con�g �les. . . go there.

The administrator's home directory is /root .
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The FilesystemHierar chy

/var contains all changing system data.

The print queue.

The mail for a mail server.

The database �les .

The log �les .

. . .

Don't mess with it.
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The FilesystemHierar chy

/usr contains all user program �les .

/usr/bin : user applications ( Emacs. . . )

/usr/local : programs compiled on this machine.

/usr/share/doc : the documentation for all installed
programs.

/usr/lib : most libraries.

. . .
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The FilesystemHierar chy

/proc contains data about the Linux kernel. They are not
real �les!

/proc/cpuinfo , /proc/meminfo . . .

Each process is represented by a directory.

IDE peripherals are in /proc/ide .

Speci�c to Linux.

. . .
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The FilesystemHierar chy

Conc lusion

Everything is a �le .

All your �les are in your home directory.

Con�gur ation �les are in /etc .

Some help can be found in /usr/share/doc .

You don't really need to worry about the rest.
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File Typesand Permissions
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File Typesand Permissions

ls -l gives the following information :
drwxr-x-- 2 thomas users 4096 Jun 24 16:20

drwxr-x-- : �le type and permissions.

2: number of hard links to this �le .

thomas users : owner and group.

4096 : size.

Jun 24 16:20 : last modi�cation.

�lename .
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File Typesand Permissions

File Permissions:
drwxr-x-- 2 thomas users 4096 Jun 24 16:20

drwxr-x--- : it's a directory.

drwx r-x--- : owner permissions: read, write and
execute (enter the directory).

drwx r-x --- : group permissions: read and enter.

drwxr-x --- : world permissions: none.

thomas : the user who own the �le .

users : the group who owns the �le ( see
/etc/groups ).
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File Typesand Permissions

How to chang e permissions

chown wangbin changes the owner.

chgrp developers changes the group.

chmod o-x removes execution permission for owner.

chmod 754 gives permissions rwxr-xr- .

Use -r or -R to apply recursively to all �les in a
directory.

Read the manual: man chmod.
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File Typesand Permissions

Hard links and symbolic links

A symbolic link is just like a Windows link. It has no
permissions.

A hard link is like a second �le with the same data:
Each link is equivalent and independent.
You can have as many as you want.
When the last link is removed, the �le is removed.
You can't hard link directories, or hard link across
�lesystems .

Create hard links with ln <source> <dest> .

Create symbolic links with ln -s <source> <dest> .
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File Typesand Permissions

Other tips

A �le whose name starts with . is hidden.

Use ls -a to read it.

Arguments can be aggregated: ls -l -a = ls -la .

Each directory contains a directory . referring to itself,
and a directory .. referring to its parent.

The default Linux �lesystem is Ext2 (second extended
�lesystem).
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Passwords and Security
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Passwords and Security

Joke: To err is human.
To really mess things up requires root privileges.

Root: the super-user, or administrator.

Has all the rights (can read users mail. . . ).

Can really mess up the system.

Other users can only ever destroy their own �les .

Never login as root. Use su or sudo to become root.
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Passwords and Security

The security of a computer is the security of its weakest
component.

Passwords

Use passwd to change your password.

Use passwd as root if you forgot the password.

Use Strong passwords.
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Passwords and Security

My girlfriend does not know my password.
How to choose a pass word.

Easy to remember.

Not from a dictionary.

Over 6 letters.

Mix upper- and lower-case letters, digits and symbols.

Never ever share or write down a password. (Create a
new user account for each person).

Tools like john can crack password.
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Passwords and Security

What happens if a pass word is stolen?

It will probably be used to use your computer to do
something illegal. You will get the blame.

The intruder can destroy your �les .

The intruder can steal your identity.

Security is just about picking good habits!
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Passwords and Security

It will not happen to me.

� � �

Murphy's law: anything that can happen will happen.

Honeypots show that networked computers do get
attacked.

Expect to be attacked within 24 hours.
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Passwords and Security

So what should I do?

Watch your password.

Watch the services you use (more on that when we talk
about netw orking )

Apply security updates.

Refrain from using Microsoft networking software ( IIS,
Hotmail...)

Free Software is usually more secure (security through
obscurantism vs. security through transparency).
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Passwords and Security

Choosing a pass word (at last!)

Pick a sentence, and use the 2nd letter of each word.
Example: Where do you want to go toda y?
ho0a2go2Day

Choose two words and add your phone number in
between.

Gnu038947"uNIX"

Add some numbers and special characters, mix cases.
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Passwords and Security

Many eyes make all bugs shallow
Security models

Security thr ough transparenc y: open protocols, peer
review, quick �x es.

GnuPG, unix password �les , SSH.

Security thr ough obscurantism: open protocols, peer
review, quick �x es.

Credit cards, Pentagon security, closed-source
software.

Experience shows transparent systems are more
secure.

I trust my E-mail more than my bank.
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Networking and Multi-User
Envir onment
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Networking and Multi-User Envir onment

One of the great strengths of unix is networking capabilities
Client-side

Mozilla is better than Netscape.

FTP: useful for anonymous transfers; not secure.

SSH: secure and versatile.

Remote X sessions.

Always use recent versions!
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Networking and Multi-User Envir onment

Using SSH

ssh thomas@202.203.255.205 to open a remote
shell.

scp -r HelloWorld thomas@202.203.255.205:
to copy �les .

Works like cp . Remote hosts are identi�ed by the : .

ssh thomas@202.203.255.205 <command>to run
commands across the network.

Very useful for a lot of things (CVS, clusters...)

Use exit or Ctrl-d to close a shell.
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Networking and Multi-User Envir onment

Password-less SSH

Based on public/private key cryptography.

Create a key pair for your account: ssh-keygen .

copy your public keys to the remote computer's
authorized key list:
ssh-copy-id thomas@202.203.255.205

You may now login without entering your password.
(Anybody with your password on the �rst computer can
also.)

For more security: use ssh-agent .
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Networking and Multi-User Envir onment

Remote X sessions

Using VNC: run
vncserver :3 -geometry 1024x768 over SSH to
start an X server on display number 3. Then use any
VNC client to connect (not very secure.)

Using X exported display: run
export DISPLAY=<ip address>:0 to redirect
display to another computer.

SSH can automatically exports display securely.
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Networking and Multi-User Envir onment

A word on e-mail

Webmail: very popular... but not perfect.
Not very secure (but it's only mail).
Not convenient if you get lots of mail.

GNU/Linux and a mail server allow native web clients.

GnuPG provides easy strong cryptography for e-mail:
Signature: proves you sent the message.
Encryption: keeps others from reading your mail.
Useful if many people use it.
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Networking and Multi-User Envir onment

A word on e-mail
Email on Unix:

MUA = Mail User Agent ( Mozilla, Kmail, Sylpheed,
Gnus, Emacs ).

MTA = Mail Transport Agent ( mail server: Sendmail,
Exim, Post�x ).

Mail is sent throught SMTP, and received by the MUA
throught POP3 or IMAP.
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Usefulunix Tools
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Usefulunix Tools

alias ls='ls -color -F' : de�ne a command
alias.

export EDITOR=emacs: de�ne an environment
variable.

export : lists all variables.

$EDITOR: variable content.

These are valid for the current shell only. Add to ˜/.bashrc

to make it permanent.
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Usefulunix Tools

Pipes and redirection

Each program has a standard input (stdin , default:
keyboard), output (stdout ) and error output stream
(stderr default: console).

| redirects the output to the 1st program to the input of
the 2nd.

Eg: ls |grep a

> and < redirect to/from a �le .
Eg: ls > a.txt

2> and 2| redirect stderr .

hello ; world executes command hello , and
then command world .
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Usefulunix Tools

Many things can be done with pipes.

grep only outputs lines which contain a keyword.

sed and awk can do advanced edition.

tee write its stdin to a �le , and to stdout

to convert image �les :
jpegtopnm hello.jpg | pnmtopng > hello.png

A one-liner is a very complex thing that you manage to
do with a single line.
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Usefulunix tools

Task management

ps gives a list of running processes in this shell.

ps aux gives the list of all processes, with memory and
CPU usage.

kill kills a process from its PID.

kill -KILL kills a process that does not want to die.

killall kills a process from its name.
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Usefulunix Tools

Ctrl-z interrupts the current running command.

bg starts if back in the background.

fg starts if back in the foreground.

hello & starts a program in the background.

Ctrl-c kills current process.

Ctrl-d closes standard input (closes program).

Ctrl-s locks display, Ctrl-q unlocks it.

Ctrl-l refreshes or cleans the display.

Many Emacs shortcuts also work with Bash.
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Usefulunix Tools

Log �les

A track of the computer's usage and activity.

Useful to �nd the reason of a problem.

Only Root can read them.

Stored in /var/log/* , especially
/var/log/messages .

Generated by syslog daemon.

dmesg gives all the Linux kernel messages.
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Usefulunix Tools

System V init �les

/etc/init.d/ contains scripts for each service

Each script accepts commands start and stop .

There are (usually) 6 runlevels. To each corresponds a
directory /etc/rc.<runlevel>.d

Each runlevel directory contains symbolic links to the
commands that must be started (eg: S25apache ) and
stopped (eg: K30inetd ).

To modify which services are started, add/remove those
links (use a GUI runlevel editor!).

To know the current runlevel: runlevel .

To change runlevel: init runlevel .
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Usefulunix Tools

Daemon : a program that runs in the background
waiting for something to happen.

Examples: cron , inetd , apache , syslog ...

Has no user interface.

Sends message to syslog , which logs them in
/var/log .
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Usefulunix Tools

The X-Windo w System
X-Free86 is a Free implementation of the X11R6

speci�cations . A typical distribution contains:

The server , which looks like a big video card driver.

The client libraries , linked against any X-Window
program.

The windo w manager, which draws title bars and
handles window superposition and focus switching.

Toolkits , libraries for drawing buttons, menus and other
widgets

A desktop envir onment (KDE or Gnome), for desktop
homogeneity.
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Bestpractice

Backups

Hard disks crash.

There are two types of system administrators: those
who have aloreary made a big mistake, and those who
are about to.

Remember Murphy's law: anything that can happen will.

Backups is the only way to not loose informations when
trouble comes.

When you've lost your work, it's too late to be sorry.
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That' sall for now!
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